Intelligent and efficient development of wireless networks: A review of cognitive radio networks by Ping Zhang et al.
   
 
© The Author(s) 2012. This article is published with open access at Springerlink.com csb.scichina.com   www.springer.com/scp 
                      
*Corresponding author (email: pzhang@bupt.edu.cn) 
Review 
SPECIAL TOPICS:  
SPECIAL TOPIC October 2012  Vol.57  No.28-29: 36623676 
Basic Theories in Cognitive Wireless Networks doi: 10.1007/s11434-012-5334-5 
Intelligent and efficient development of wireless networks:  
A review of cognitive radio networks 
ZHANG Ping*, LIU Yang, FENG ZhiYong, ZHANG QiXun, LI Qian & XU Ding 
Wireless Technology Innovation Institute (WTI), Key Laboratory of Universal Wireless Communications, Ministry of Education, Beijing  
University of Posts and Telecommunications, Beijing 100876, China 
Received November 10, 2011; accepted May 10, 2012 
 
Facing the challenges on how to improve spectrum efficiency and how to realize heterogeneous network convergence in future 
wireless networks, a cognitive radio network (CRN) is proposed as one of the solutions. This has become a major research topic 
in recent years and it is timely to give an overview of the development of CRN and to summarize key issues and technologies. 
The fundamental concepts of CRN, including the cognitive cycle model, the network architecture, and the cognitive ability and 
intelligent decision functions, are introduced in detail based on recent advances. Key issues for each topic, followed with recent 
research on theory and method, are then classified and the industrialization developments of CRN testbeds based on TD-LTE 
cellular system and standards are briefly presented. Finally, conclusions are reached on the perspectives and directions of future 
development. 
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Driven by the requirements of ubiquitous wireless access 
and personalized wireless applications [1], worldwide, nu-
merous wireless technologies are invading our lives, such as 
evolutionary telecommunication technologies, wideband 
wireless access and short distance wireless technologies. 
Furthermore, the concept of the internet of things (IoT) has 
become widespread based on the development of wireless 
sensor networks. 
With the explosive development of wireless technologies, 
several challenges must be addressed. The electromagnetic 
spectrum, whose use is licensed and managed by govern-
ment, has been scarce for allocation to ubiquitous wireless 
applications. However, contrary to the physical scarcity of 
the available spectrum, the report published by the federal 
communication commission (FCC) shows that over 60 % of 
the licensed spectrum below 6 GHz remains underused [2,3]. 
The measurement results in Figure 1 taken in Beijing over a 
one month period, also indicate low spectrum use consistent 
with the results released by the FCC. Therefore, improve-
ment of spectrum efficiency is the first challenge to be ex-
amined. On the other hand, the end-to-end performance of 
wireless networks is considered to be the performance indi-
cator for ubiquitous and personalized wireless applications 
[4], such as end-to-end throughput, end-to-end delay and 
routing scheme, which take into account all network ele-
ments in a data transmission flow across different layers for 
the global optimization from the network aspect. Because 
the property of heterogeneity causes low radio resource use 
and mutual interference among heterogeneous networks, the 
other big challenge is that heterogeneous network conver-
gence is needed to improve the end-to-end performance of 
wireless networks. 
Cognitive radio (CR), proposed by Mitola in 1999 [5,6], 
is considered a feasible solution for improving spectrum 
efficiency. Furthermore, a cognitive radio network (CRN), 
which is defined as a wireless network with the capabilities  
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Figure 1  (Color online) Measurement of spectrum usage in Beijing. 
of radio environment awareness, autonomous decision 
making, adaptive reconfigurating its infrastructure [7], and 
intelligent learning from experience of a continuously 
changing environment, is proposed to solve the challenges 
of efficient radio resource use and heterogeneous network 
convergence, with the aim of improving the end-to-end 
performance of wireless networks. 
In recent years, CRN has received increasing attention. 
The current popular topics in CRN such as the framework 
of the cognitive function, spectrum sensing and dynamic 
spectrum access have been investigated in [810] respec-
tively. To enable researchers to clearly understand the over-
all framework and development of CRN, recent advances 
are introduced in this review.  
1  The fundamentals of CRN 
The fundamentals of CRN are introduced including the 
cognition cycle, network architecture and development of 
application scenarios. 
1.1  Cognition cycle for CRN 
The research on CRN is mainly derived from the concept of 
a cognition cycle, in which the wireless network processes 
are mapped according to cognition theory by Mitola [5]. 
Besides, from Haykin’s view, it focuses on four fundamen-
tal tasks: radio-scene analysis, channel identification, recon-
figuration of transmit-power control and dynamic spectrum 
management [11]. Moreover, the cognition cycle proposed 
by Virginia Tech emphasizes the functions of reasoning and 
learning [12]. However, all of them focus only on the per-
formance of the wireless transceiver, which is not enough to 
guarantee the end-to-end performance of the CRN from a 
network perspective. Therefore, the cognition cycle for 
CRN is proposed as shown in Figure 2, which includes four 
key aspects in CRN: end-to-end performance, cognitive 
ability, autonomous decision making and adaptive ability. 
In the cognition cycle of CRN, first, there are many net-
work elements for each end-to-end link in the transmission 
of data flow, in which each element has its requirements for 
personalized services. However, the overall network re-
source is limited by system bandwidth, available channel, 
transmit power, routing path, etc., so there are always 
tradeoffs between personalized user requirements, changea-
ble wireless network environments, limited overall network 
resources and policies. This tradeoff for all elements in the 
end-to-end link can be modeled as the end-to-end perfor-
mance, which is considered to be the performance indicator 
for the operation of elements involved in the end-to-end 
link. 
CRN must have the ability to gather the necessary net-
work information such as the available spectrum and opera-
tion parameters of the network, which is referred to as cog-
nitive ability. Cognitive ability can enable a CRN to be 
aware of necessary information, such as the available spec-
trum, operation mode of the wireless network, transmitted 
waveform, network protocol, geographical information, 
type of services, user needs, and security policy. The CRN 
analyzes the information, and makes the decision to opti-
mize the end-to-end performance of the wireless network, 
which can be characterized as an autonomous decision. 
Based on the optimized decision, the CRN can reconfigure  
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Figure 2  (Color online) Cognition cycle for a CRN. 
its network parameters for operation, which is supported by 
the adaptive reconfiguration ability of the CRN. Therefore, 
the functions of the CRN for the cognition cycle are sum-
marized as: 
(i) Cognitive ability: Gather multi-domain information 
for communication such as wireless domain, network do-
main, user domain and policy domain. 
(ii) Autonomous decision: Make autonomous decision to 
optimize the end-to-end performance of a wireless network. 
The network information and optimized decision can be 
learnt and reasoned as knowledge. The decision mainly re-
lates to the reconfiguration operation for optimized radio 
resource management in a heterogeneous networks envi-
ronment. 
(iii) Adaptive reconfiguration ability: The network archi-
tecture of CRN should support the functions of the cogni-
tion cycle. It can adjust and reconfigure the network opera-
tion parameters, such as network working modes, network 
topologies, system protocols, and radio parameters, based 
on optimized decisions. 
1.2  Network architecture of CRN 
Radio architecture is a framework with which evolving 
families of components may be integrated into an evolving 
sequence of designs that synthesize specified functions 
within specified constraints (design rules) [13]. The network 
architecture of CRNs should have the adaptive ability that 
can support the functions of CRN, e.g. gathering network 
information, dynamic spectrum allocation, and spectrum 
hand off, etc. Thus, the components and communication 
protocols of CRN architecture should be designed according 
to the cognition cycle prototype and to enhance the 
end-to-end performance. 
The network architecture of CRN refers to the control 
mode, network elements and protocol layers. The control 
mode can be classified as a centralized, distributed or hybrid 
mode. As in Figure 3 [14], the network components can be 
classified as primary components of primary base stations 
and users, cognitive components of cognitive base stations 
and users, and the spectrum broker which is responsible for 
spectrum tradeoff among different networks. Furthermore, 
protocol layers in CRNs are proposed, while the core func-
tions of cognitive ability, autonomous decision making, and 
reconfiguration are integrated into a traditional OSI network 
protocol layers model. 
The design of a “spectrum mobility function” requires 
reconfiguration decision making and network information 
exchange with other layers. Apparently, some decisions 
need to be based on joint information from more than one 
layer. Thus, the cross layer design should be considered in 
CRN. 
In the past decade, many studies have focused on the 
network architecture of CRN. In [5], Mitola first devel- 
oped an ideal architecture, in which user-awareness, self-  
awareness, and machine learning are considered to be key 
embedded functions. Reasoning components are incorpo-
rated in the architecture to make the plans and decisions 
more intelligent in wireless applications. In [11], the archi-
tecture proposed by Haykin emphasizes an awareness of the 
radio environments to operate in primary spectrum bands. 
The above two architectures are the most popular, and in 
addition there are studies on the network architecture of 
CRNs in the literature focusing on specific research areas 
[15–18]. 
In Figure 4, a network architecture of CRN is proposed, 
which comprises four functional building blocks, i.e., cog-
nitive information management (CIM), database & intelli-
gent management (DB & IM), network convergence man-
agement (NCM) and reconfiguration management (RM). 
CIM is responsible for gathering, processing and delivering 
cognitive information, which includes three sub-functions, 
i.e., cognitive information gathering (CIG), cognitive in-
formation processing (CIP) and cognitive information de-
livering (CID). DB & IM is used to perform learning and 
save the results and long-term cognitive information in the  
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Figure 3  (Color online) CRN network architecture sketch map [14]. 
 
Figure 4  (Color online) Proposed network architecture of a CRN. 
cognitive information & knowledge database (CI & KDB), 
where intelligent database & learning management (IDB & 
LM) is used for learning process form experiences. NCM is 
mainly responsible for the coordination of devices to make 
optimized decisions to improve resource utilization in 
CRNs. It consists of three functional building blocks: ad-
vance spectrum management (ASM), dynamic network 
planning and self-organized management (DNP & SOM) 
and joint radio resource management (JRRM). ASM is 
mainly responsible for dynamic spectrum management 
among different heterogeneous networks, while DNP & 
SOM is mainly responsible for network planning and 
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self-organizing functions, such as the self-configuration, 
self-optimization, and self-healing functions. JRRM is 
mainly responsible for optimizing radio resource utilization 
among base stations and eNode B in heterogeneous net-
works environment. RM, which includes reconfiguration 
control (RC) function, is used to perform adaptive reconfig-
urations according to the optimized decisions made by 
NCM. Various interfaces between these functional building 
blocks are also defined to fulfill the demands of information 
exchanges, which are omitted for simplicity. It is noted that 
cognitive ability, autonomous decision, and adaptive recon-
figuration ability have been integrated into this network 
architecture. 
1.3  Development of an application scenario 
A CRN can efficiently use network resources and optimize 
the end-to-end performance of a network so that it can be 
deployed in many application scenarios. 
Dynamic spectrum access (DSA) is one of the most im-
portant application scenarios, as shown in Figure 5 [14]. 
The spectrum can be dynamically and flexibly shared be-
tween primary and secondary users in an opportunistic 
manner by utilizing the spectrum holes in time and fre-
quency domains, so that the spectrum efficiency can be im-
proved. Many researchers have focused on this topic 
[19–21]. Besides, DSA can also be applied in different het-
erogeneous cellular networks by dynamically sharing vacant 
spectrum in the intra-operator scenario. Moreover, the ap-
plications of military and public safety scenarios have spe-
cial requirements for flexible spectrum access and interop-
erability between various wireless systems. A CRN can 
alleviate the spectrum congestion through efficient spectrum 
allocation and flexible spectrum access to adapt to the re-
quirements and conditions of various wireless systems. 
Thus, a CRN can provide applications for cellular networks, 
military and public safety applications with adaptive, seam-
less, and secure wireless services for multiple service types, 
such as voice, data, and video. 
Furthermore, many novel ideas based on CRNs have 
been proposed. For example, being applied in the emerging 
area of vehicular communication, in which carbon emissions 
in vehicular transport may be significantly reduced, and 
 
 
Figure 5  (Color online) Typical scenario for the use of a CRN [14]. 
vehicular transport may become safer through vehicles pre-
dicting collisions and taking appropriate corrective action 
[22]. Another important application is the commercial mar-
ket for spectrum auction, such as the recent 700 MHz spec-
trum auctions in the United States [23]. All of these applica-
tions drive the development of CRNs for commercial im-
plementations. Besides, the CRN can easily change its con-
figuration parameters by software to accommodate new 
applications. As long as no end-user hardware needs to be 
updated, product upgrades or configuration changes can be 
completed by simply downloading newly released software 
[23]. Therefore, the new wireless application can mainly be 
realized via software configuration and upgrade. 
2  Cognitive ability 
According to the analysis above, cognitive ability is the first 
step of a CRN in gathering the necessary network infor-
mation such as available spectrum and network operation 
parameters. Cognitive ability can be mainly categorized as 
spectrum sensing, database and cognitive pilot channel 
(CPC) according to the different categories of information 
and collection methods. Spectrum sensing determines the 
available spectrum parameters including frequency, band-
width, and idle period. The database and CPC can be used 
to collect or exchange the network information such as the 
radio access technology (RAT) mode, network pilot channel 
information, system bandwidth, carrier frequency, transmit 
power, and policies. The database stores and manages the 
information according to its properties, and the CPC trans-
mits it via broadcast, multicast or on-demand mode accord-
ing to the requirements of users. 
2.1  Spectrum sensing 
Spectrum sensing is defined as the task of finding spectrum 
holes by sensing the radio spectrum in the local neighbor-
hood of the CRN in an unsupervised manner [24]. Spectrum 
holes, i.e. spectrum opportunities, are defined as “a band of 
frequencies that are not being used by the primary user of 
that band at a particular time in a particular geographic ar-
ea” [25]. The spectrum holes can be modeled in the dimen-
sions of frequency, time and space. Furthermore, there are 
other dimensions for spectrum holes, such as the code and 
angle [26]. Thus, the objective of spectrum sensing focuses 
mainly on the multi-dimensional properties of spectrum for 
exploring more spectrum holes.  
To be specific, the task of spectrum sensing can be sum-
marized as:  
(i) Detection of spectrum holes: spectrum sensing detects 
the spectrum holes, and models them from the mul-
ti-dimensional properties based on the requirement of relia-
ble communication for secondary users; 
(ii) Interference analysis and signal classification: a sig-
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nal is detected and analyzed to classify it according to its 
characteristics. The interference can be distinguished from 
signals via characteristic analysis so that the CRN can re-
configure to avoid harmful interference to and from primary 
users. 
To achieve these tasks above, numerous technologies are 
proposed to capture spectrum sensing which are reviewed 
below: 
(i) Local detection. This focuses on the detection of the 
appearance of the primary user’s signal based on signal 
processing methods. The sensing node (secondary base sta-
tion or users) analyzes the received primary signal, and de-
cides whether primary users are present or not. It has the 
challenge of limiting the transmit power of secondary de-
vices to avoid interference to primary users. Thus, the FCC 
quantifies the measurement metric as the interference tem-
perature for interference assessment [27], and an interfer-
ence temperature threshold is proposed to denote the maxi-
mum amount of tolerable interference for a given frequency 
band at a particular location. The secondary users are re-
quired to transmit under the constraint that their transmis-
sion plus the existing noise and interference must not ex-
ceed the interference temperature threshold at a licensed 
receiver or primary user. The three main categories of local 
detection are energy detection, feature detection and 
matched filter detection. 
(1) Energy detection: Energy detection is the most com-
mon method for spectrum sensing due to its low implemen-
tation complexity. It requires no prior knowledge of the 
primary user’ signal, and does not need a special design for 
detecting spread spectrum signals [28]. Based on a compar-
ison between the output of the energy detector and the given 
threshold for primary users, the challenges for energy detec-
tion are the selection of the appropriate detection threshold, 
the inability to differentiate interference from primary users 
and noise, and the poor performance under low sig-
nal-to-noise ratio (SNR) values [29]. There has been abun-
dant research on these challenges, such as [30,31]. 
(2) Feature detection: Feature detection derives from the 
specific features associated with the information transmitted 
by a primary user. In many cases, signals have periodic sta-
tistic features such as modulation rate and carrier frequency 
which are usually viewed as cyclostationary characteristics. 
In detection, the cyclostationary characteristic of a primary 
user’ signal can be distinguished from noise in its statistical 
properties such as its mean and autocorrelation [32,33]. 
Compared with energy detection, cyclostationary detection 
is not sensitive to noise uncertainty, so it has better robust-
ness in low SNR regimes. However, this method requires 
more prior information on the primary user signals to decide 
the occupancy of primary users, so feature detection has 
much greater complexity [34,35]. 
(3) Matched filter and waveform-based detection: 
Matched filter detection is an optimized detection method 
based on the primary user’s signal as prior knowledge for 
the secondary users. The advantage of the matched filter 
detection is the short time to achieve a certain probability of 
a false alarm or probability of a misdetection. The matched 
filter has a requirement of fewer signal samples, which 
grows as (1 / SNR)O for a target probability of false alarm 
at low SNRs [36,37]. Thus, there exists a SNR wall for a 
matched filtering method [38]. Moreover, matched filter 
detection requires that the received signals are demodulated. 
Perfect knowledge of the primary users signal is required, 
so the implementation complexity of a sensing unit is im-
practically high [39]. To solve the SNR wall problem, 
waveform-based detection is proposed to improve match 
filtering detection when the number of samples is large 
enough [40]. However, information on the patterns of the 
primary user’s signal is a prerequisite for implementing 
waveform-based detection, so minimizing the implementa-
tion complexity is still an open issue. 
(ii) Cooperative sensing. The performance of spectrum 
sensing deteriorates because of noise uncertainty, shadow-
ing, multi-path fading and the SNR wall, especially in the 
problem of the hidden primary user. Cooperative sensing is 
proposed as an efficient solution to solve the issues above, 
which can considerably decrease the probabilities of 
misdetection and false alarm, as well as improve the spec-
trum efficiency [41]. Furthermore, cooperative sensing can 
also decrease the spectrum sensing time [42]. But the chal-
lenges of cooperative sensing mainly include: the network 
architecture of centralized or distributed cooperation sens-
ing [43]; detection fusion including decision fusion or data 
fusion [44,45]; and cooperative node selection. Furthermore, 
researches in [46,47] have improved the cooperation sens-
ing performance from the space diversity and the abnormal-
ity detection perspectives. 
2.2  Network information collection 
Besides the information on available spectrum, the CRN 
needs to collect the necessary network information such as 
operation type, cell coverage, and modulation type. It 
should also consider how to store the information on spec-
trum and network operation, and how to exchange the re-
lated information to meet the users’ requirements. 
(i) Cognitive database for network information storing 
and management. FCC proposed a new device for a 
geo-location database to assist secondary users’ queries and 
download a coverage map of information for operation on 
the TV white space spectrum, which includes the spectrum 
bands, exact types of licensed primary services present and 
their specific protection requirements. A set of rules is de-
fined in the geo-location database in [48,49] to determine 
whether a TV channel is available for secondary users at a 
particular geo-graphical location, and a maximum allowed 
power level (per channel) at the operating location is given 
to avoid causing interference to primary users. 
Recently, a multi-domain cognition database was pro-
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posed [50,51]. The network information in the CRN can be 
classified and organized to improve information manage-
ment, representation and access. There are heterogeneous 
networks deployed in the CRN. The information from the 
heterogeneous networks is comprehensively related to the 
network type, operation frequency, location, time slot, user 
information, and different protocol layers of the networks. 
They can be classified into several domains according to 
their nature, and the multi-domain cognition database can 
store and manage them according to the domain divisions, 
such as the wireless domain, network domain, user domain 
and policy domain. 
(1) The wireless domain: The wireless domain is com-
posed of the parameters of radio transmission characteristics 
such as transmit power, spectrum band, Signal to Interfer-
ence plus Noise Ratio (SINR), transmission rate and the 
radio resources bandwidth. 
(2) The network domain: The network domain consists 
of the information reflecting the network status such as traf-
fic, system load, network revenue, network delay, routing, 
scheduling scheme and node topology. 
(3) The user domain: This domain focuses on infor-
mation of concern to users, such as location information, 
quality of service (QoS) preference, user identities (IDs) 
and accounting. 
(4) The policy domain: Policy is the guideline that man-
ages radio resources such as communication rules and spec-
trum policy. 
The logical framework of a multi-domain cognition da-
tabase is shown in Figure 6, which includes a local database 
and a cooperative database. The local database can store and 
manage multi-domain information from the CRN in certain 
regions. Local databases deployed in various regions can 
provide multi-domain information interaction via coopera-
tion. The learning ability in the CRN can interpret the mul-
ti-domain information into knowledge and cases so that an 
intelligent prediction can be smarter and more credible. 
(ii) Cognitive pilot channel for network information ex-
change in a CRN. As analyzed above, the cognitive ability 
in a CRN requires the acquisition of network information. 
The spectrum sensing and cognition database provides a 
way to collect and store the spectrum and network infor-
mation. However, there is still a great challenge for cogni-
tive ability on how to design the signaling channel to trans-
mit network information accurately and efficiently among 
heterogeneous networks in a CRN. The concept of a cogni-
tive pilot channel (CPC), proposed in the E2R and E3 pro-
jects [52], is considered one of the candidate signaling 
channel technologies in CRNs. The challenges facing CPC 
technology are summarized according to two main aspects: 
one is the architecture of the CPC deployment including 
operation mode (in-band mode, or out-band mode), infor-
mation delivery mode (broadcast mode, or on-demand  
mode) and information structuring scheme (single layer, or 
 
 
Figure 6  The logic framework of a multi-domain database in a CRN. 
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multiple layers). Other aspects for the efficient cognitive 
information delivery process and signaling frame design are 
proposed in [53–55]. 
3  Autonomous decision for optimized end-to- 
end performance 
In a CRN, an autonomous decision makes the optimized 
decision to overcome the challenges in wireless networks 
such as interference, path loss, wireless link error and link 
layer delay [4], and the optimized decision is considered for 
the network reconfiguration based on the information gath-
ered to improve the end-to-end performance. Therefore, the 
autonomous decision mainly includes two important aspects 
as shown in Figure 7: the end-to-end performance and the 
optimized decision cooperating with the reconfiguration 
process. 
3.1  End-to-end performance 
Unlike the quality of service (QoS) in a traditional wireless 
network, the end-to-end performance integrates the factors 
from both the users and the network including the personal-
ized requirements on wireless applications, radio resource in 
specific scenarios, and all network elements involved in a 
data transmission flow. The end-to-end performance gives a 
CRN its network scope, and separates it from other adapta-
tion approaches that have only a local, single element scope 
[4]. Thus, the end-to-end performance will be the indicator 
for evaluating the performance of a CRN. 
The challenge for the end-to-end performance is how to 
model the integrated performance requirement for the QoS 
of respective network elements involved in the specific 
end-to-end link [56]. Thus, the end-to-end performance 
must first map the specific performance metrics into the 
integrated framework as shown in Figure 8. 
The QoS for the specific network elements needs to be 
measured and managed. All nodes in an end-to-end path 
have their own performance indicators. They can be classi-
fied into certain domains according to their characteristics, 
such as administration domain, access technology, and ter-
minal and application domain. Furthermore, these domains 
have their QoS performance measurement managed by their 
respective servers. Servers in all domains negotiate with the 
end-to-end QoS server. The QoS of all the domains in the 
specific end-to-end link are mapped and integrated based on 
the game and tradeoff between the specific QoS of end-to- 
end link. A fuzzy negotiation can then be performed to uni-
fy their description so that the performance of the different 
elements can be quantified and compared in a uniform met-
ric, and the overall end-to-end performance for the specific 
link can be produced. Last, the integrated management pol-
icy can indicate the performance for the optimized decision 
or reconfiguration of the CRN. 
3.2  Optimized decision in a CRN 
Under the end-to-end performance indicator, the optimized 
decision can be produced based on the information detected 
according to the requirements of the specific scenarios. Be-
cause of the distinct requirements and cognitive ability in 
specific scenarios, the design for optimized decision models, 
including the decision model and procedure, is one of the 
most important challenges in CRNs. Based on the model of 
mathematical optimization and the different related radio 
resources, the optimized decision in a CRN can be classified 
as: spectrum decision, MAC strategies, power control, 
 
 
Figure 7  The autonomous decision for optimized decision making in a CRN. 
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Figure 8  (Color online) The framework of end-to-end performance management. 
routing in the CRN and relay management. Mathematical 
theories, such as game theory, fuzzy logic, convex optimiza-
tion, and learning algorithms, are considered in the design of 
the decision model and procedure for these classifications. 
(i) Spectrum decision. The availability and quality of the 
specific spectrum may change rapidly with time due to the 
activity of primary users or competition from other second-
ary users [14]. It is crucial for spectrum decisions to deter-
mine how to access the spectrum efficiently, and how to 
co-exist with primary users and other secondary users. The 
challenges for spectrum decision are mainly regarded in 
terms of a decision model, the architecture of spectrum 
sharing, the access technologies of secondary users, and 
spectrum mobility management. 
(1) Spectrum decision model: There are mainly two cat-
egories of models for spectrum access: open spectrum shar-
ing and hierarchical access models, as shown in Figure 9 
[19]. In open spectrum sharing, the spectrum is unlicensed 
for both the primary and secondary users so that all users 
have the same right of spectrum access. Thus, the challenge 
is to avoid mutual interference between users. In hierar-
chical access, secondary users dynamically access the spec-
trum licensed to primary users under the constraint of caus-
ing no interference to the primary users. 
Based on the above models, different mathematical theo-
ries are used to make the spectrum decision models. The 
Markov decision process is an efficient model for optimiz-
ing spectrum efficiency based on spectrum sensing and the 
prediction of the activities of primary users [57,58]. Game 
models have been developed to model the behavior of sec-
ondary users accessing the idle spectrum, and obtain a mul-
tiple access solution or equilibrium in the CRN [59–61]. In 
particular, a spectrum auction is a typical economic model 
for dynamic spectrum sharing [62]. Another strong model is 
machine learning, which decides on the available spectrum 
by learning from the spectrum decision experience [63]. 
(2) Architecture of a spectrum decision: The architec-
tures of a spectrum decision can be classified into central-
ized and distributed architectures depending on whether 
there is a centralized network entity for spectrum decision 
making. The centralized entity can perform a decision algo-
rithm to allocate the spectrum to secondary users by con-
sidering the improvement of the overall network perfor-
mance [64,65]. The challenge for the centralized entity is to 
consider the tradeoff between accuracy and complexity 
while predicting the network load and traffic requirements 
[66,67]. Interference avoidance between heterogeneous 
networks should be taken into account during the decision 
making process [68,69]. In the distributed architecture, the 
spectrum decision is performed by each secondary user 
based on locally available information with no centralized 
control entity. Distributed secondary users must negotiate 
about their respective performance requirements to trade-off 
their selfish goal and overall system performance [70]. Thus, 
game theory and learning algorithms are the most popular 
models in designing distributed architecture for spectrum 
decision making [71,72]. The overhead of signaling infor-
mation exchange for negotiation between secondary users 
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Figure 9  Spectrum access models [19]. 
is another important issue in distributed architecture [73]. 
(3) Access technology of secondary users: In the hierar-
chical access model, the access techniques of secondary 
users can be classified as spectrum underlay and overlay. In 
spectrum underlay, secondary users are permitted to share 
the licensed spectrum with primary users under the con-
straint that the power transmitted by secondary users will be 
limited under a certain threshold to avoid harmful interfer-
ence to primary users [74–76]. For spectrum overlay, sec-
ondary users can only access the idle spectrum that primary 
users are not occupied. This is also referred to as the oppor-
tunistic spectrum access. The challenge is how to avoid ac-
cess collision between secondary users and primary users 
due to false spectrum decision making [77,78]. 
(4) Spectrum mobility management: Spectrum mobility 
management is required to ensure the smooth and fast 
handoff in the changing available spectrum with minimum 
performance degradation while primary users retrieve the 
spectrum. There are crucial challenges for spectrum mobil-
ity on how to provide secondary users with smooth fre-
quency shift and the least latency of handoff [79]. There are 
two categories of strategy on this issue: one is to reserve the 
available spectrum list which is pre-determined; the other is 
combined with real-time spectrum sensing, which is sensi-
tive to the spectrum sensing ability. Both require an opti-
mized link maintenance probability to guarantee the QoS 
for the secondary users [80]. 
(ii) MAC strategies in CRN. Medium access control 
(MAC) plays an important role in the functions of spectrum 
mobility, channel sensing, resource allocation, and spectrum 
sharing in CRNs [14], which refers to the policy that de-
cides how secondary users should access a detected idle 
licensed spectrum band based on various network criteria. 
In particular, the interference between primary and second-
ary users must be avoided based on the new feature of the 
DSA in a CRN. Thus, new MAC protocols need to be de-
signed to address new challenges in the CRN, including 
complexity, protocol architecture, level of cooperation 
within the network, control channel management and mul-
ti-channel scheduling [81–83]. Design of the reconfigura-
tion in a CRN needs to consider the implementation of 
hardware-constraint MAC protocols [84]. 
(iii) Power control. Power control is a traditional issue of 
radio resource management (RRM). A water-filling algo-
rithm is often adopted for power control. To manage the 
interference between secondary users and avoid the harmful 
interference to primary users in a CRN, a power control 
strategy is often jointly considered with spectrum sharing 
for capacity improvement in the CRN [85–87]. 
(iv) Routing in CRN. A changeable available spectrum 
imposes even greater challenges on routing schemes in a 
CRN, which can be well solved by the joint consideration of 
the spectrum allocation. Various algorithms on the joint 
optimization of routing and spectrum allocation have been 
designed in [88,89]. There are also key challenges on the 
routing issues, including the spectrum mobility constraint, 
prediction on when the link may break, the joint mobility 
model and a topology management scheme for high mobil-
ity based on the node capacity [90,91]. 
(v) Cognitive relay management. Cooperative relaying is 
proposed to offer a more significant performance gain in 
these scenarios, such as coverage extension, capacity en-
hancement, spatial and multi-user diversity. Combined with 
cognitive ability, a cognitive relay can forward information 
in an idle spectrum that has been detected in the CRN. Re-
cent research in this field can be classified in two categories: 
one is the research on spectrum sharing with primary users 
in a CRN where the secondary users act as the relay for 
primary users so that the primary users can share the li-
censed spectrum with them. This has been considered as a 
reasonable idea for realizing spectrum sharing and the de-
tails can be seen in [92,93]. The other research focuses on 
the use of the relay to improve CRN performance such as 
capacity enhancement, enlarging coverage, and reducing 
interference [94]. In these two research areas, key challeng-
es such as spectrum allocation for cognitive relaying, re-
lay-selection, and multi-hop routing have been widely in-
vestigated in [95–97]. 
4  Development in the industry of CRN based 
on testbeds and standards 
4.1  Testbed development for CRN 
For verification of theoretical research and a feasible proto-
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type, the development of CRN testbeds is another important 
issue. There are some basic requirements for CRN testbeds, 
including the capability of supporting multiple radios, 
front-ends with wide dynamic radio frequency (RF) range to 
support different operation frequencies, the capability for 
PHY/MAC layer adaptation, fast and accurate spectrum 
sensing, and the capability of performing rapid reconfigura-
tion. 
Research at the University of California at Berkeley, 
Virginia Tech and Rutgers University, has respectively de-
veloped CRN testbeds focusing on different issues in the 
CRN such as the cognitive engine, fast spectrum sensing, or 
cross layer management which eases the design of recon-
figuration and performance optimization of a cognitive pro-
tocol stack [98–101]. However, these existing CRN testbeds 
neither consider the networking implementation scenario in 
heterogeneous networks nor apply key CR technologies in a 
typical cellular network. 
Therefore, based on the software-defined radio (SDR) 
platform, we design and develop the CRN testbed in Time 
Division Long Term Evolution (TD-LTE) cellular system, 
which can efficiently use the scattered vacant spectrum 
holes without predefined paired spectrum with sufficient 
frequency separation as required in LTE Frequency Divi-
sion Duplex (LTE FDD) system. In order to prove the per-
formance of key CR functions, the testbed is designed to 
work in two spectrum bands, including the 2.3-2.4 GHz 
which is one of the candidate bands for TD-LTE system and 
the 698–806 MHz band assigned to TV broadcasting system. 
As shown in Figure 10, the testbed mainly consists of four 
parts. First, the primary system signal generator can use the 
software controlled signal generator equipment to generate 
and transmit both the radar and TV signals. Second, two 
cognitive eNBs (CeNBs) and eight CR users are used to 
verify the cellular networking and video service perfor-
mance in TD-LTE system using vacant spectrum band. 
Third, the geo-location database will store multi-domain 
environment information in CRNs by updating data from 
local spectrum sensing results in CeNBs. Fourth, the ASM 
server is designed which is responsible for vacant spectrum 
reallocation and coordination among CeNBs in both long 
term and short term. On the one hand, considering the radar 
system which appears randomly in time-space-frequency 
domain with much greater transmit power on a wide spec-
trum band in 2.3–2.4 GHz in China, the energy detection 
method has been applied in the testbed to achieve a good 
performance with the detection probability of above 99.9% 
with only 1% false alarm for radar signal of 113 dBm. 
Moreover, considering the network construction cost and 
radio signal propagation feature in much lower frequency 
for TD-LTE system deployment, the proposed testbed has 
also chosen the TV broadcasting system band around 700 
MHz (698–806 MHz) which uses both the local spectrum 
sensing method in the CeNB and the geo-location database 
technique. Since the features of signal modulation and 
bandwidth for both analog and digital TV signals are known 
in advance and the duration of TV signals is static with a 
periodical pattern, the feature detection method has been  
 
 
Figure 10  (Color online) TD-LTE based CRN testbed. 
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used in the testbed to achieve the detection probability of 
above 99.9% with only 1% false alarm for TV signal of 
120 dBm, compared to –114 dBm by FCC. When the pri-
mary system appears (such as radar and TV signals) which 
can be detected by the CeNB within 1 ms, CeNB will carry 
out the spectrum handover process with CR users within 50 
ms compared to 2 s proposed by FCC, by using a cognitive 
control channel with protocol modifications based on the 
3GPP Release 9 standard. In addition, the spectrum effi-
ciency of CRNs has been improved by about 30% by using 
the dynamic spectrum sharing among CeNBs which are 
controlled by ASM server under the laboratory scenario. In 
summary, the proposed CRN testbed based on the TD-LTE 
system verifies the effectiveness of key CR functions and 
spectrum efficiency enhancement, which will pave the way 
for TD-LTE system implementation in accordance with the 
smooth industry develop trend of CRNs. 
4.2  Standards activities for a CRN 
The standards activities of the CRN have attracted growing 
attention from many researchers and industrial organiza-
tions. 
The Institute of electrical and electronic engineers (IEEE) 
802.22 [102] can be regarded as the first standard draft 
based on cognitive radio, which proposed the reuse of the 
idle TV spectrum without harmful interference to TV in-
cumbents [103]. 
The radio group of the international telecommunications 
union (ITU-R) has also organized the standards activities on 
CRN. The ITU-R 5A is drafting a report on cognitive radio 
systems (CRS) in the land mobile service, and ITU-R 5D is 
considering how to apply the cognitive functions specific to 
International Mobile Telecommunications (IMT) systems 
[104,105]. 
The IEEE P1900, established under the sponsorship of 
IEEE SCC 41 (standards coordinating committee) in 2005, 
is a new standards group focusing on supporting the next 
generation radio and spectrum management technologies. 
An important focus of the standard, the P1900.4 is to pro-
vide the architecture for reconfigurable networks in a het-
erogeneous environment. Furthermore, the P1900.4.1 is 
responsible for the “Interfaces and Protocols Enabling Dis-
tributed Decision Making for Optimized Radio Resource 
Usage in Heterogeneous Wireless Networks”. The P1900.4a 
is working on the “Architecture and Interfaces for Dynamic 
Spectrum Access Networks in White Space Frequency 
Bands [106,107].” Furthermore, the P1900.7 Working 
Group is organizing the radio interface for white space dy-
namic spectrum access radio systems supporting fixed and 
mobile operation. The detection in CRN and database tech-
nologies are also discussed in this group. Moreover, as the 
basis of implementing CRN, the software defined radio 
(SDR) forum has been leading active discussion which aims 
at defining standards for SDR and redirecting present regu-
latory standards. This forum is involved in ensuring the ac-
celerated proliferation of SDR technologies in wireless 
networks so that implementation of CRNs can make pro-
gress. Moreover, the next generation mobile networks 
(NGMN) alliance, which comprises most of the mobile 
network operators, vendors and manufacturers, launched the 
Innovation Day in 2011 to discuss interesting ideas on the 
topic of “Cognitive Radio and Small Cells”. 
5  Conclusions 
Cognitive radio network technology, derived from the cog-
nitive radio originally proposed by Mitola, has developed 
significantly in the last decade. The CRN extends the cogni-
tive function into a network scope so that the challenges 
from the co-existence of heterogeneous wireless networks 
can be captured. It is a revolutionary solution contributing 
to the more efficient use of scarce spectrum resources and a 
more intelligent reconfiguration method of efficiently 
adapting to the changing wireless environment. Based on 
CRN technology, future wireless devices with more band-
width, reliable broadband communications, and versatility 
for rapidly growing data applications can be realized. 
In this review, the fundamental concepts and important 
topics on CRNs, including cognitive functions, network 
architecture and industry activities, are presented. In partic-
ular, recent research on the cognition cycle, cognitive ability, 
and spectrum decision making are reviewed in detail. From 
this review, readers can obtain an overview of the latest 
information on the framework of CRNs and its important 
functions. The achievements and important topics for CRNs 
in the future have been outlined to enable researchers to 
further advance the intelligence and efficiency of CRNs. 
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